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introduction

what is syscall hook ? (definition)

why do we need it 7 (motivation) =
how is it useful ? (problem/solution) -
when do you use it 7 (usecase)
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what is syscall and why syscall hook ?

trace code path on the fly 1) {2

use different TCP instead of kernel User Process Gets System

3,

use your own filesystem

run your programs on different
environment

= without porting

KERNEL MODE

Return From
System Call

\

Execute
System Call

O

syscall hook (and interposing) is a way
m instead of kernel updates

m userspace program updates

https://www.guru99.com/system-call-operating-system.html



https://www.guru99.com/system-call-operating-system.html
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recap: how syscall works ?

. set syscall number to %rax register
. exec syscall instruction

e jump syscall entry point

. call a handler in syscall_table[nr]

the handler return with a value

. return w/ sysretq instruction

to caller

rgetpid(2)

{

(1) mov rax, _ NR_getpid
syscall (2)

ret

user |}

kernel
( . | entry_SYSCALL_64
sys_getpid() 3) I Y- -
{ . LRI
) FEHLITR G AREIii el call syscall_table[__NR_getpid]
L ) (4) sysretq

}




change the behavior of syscall ?

‘getpid(2) |~
{ ¥_—/
(1) mov rax, N R_getpid alternate func()

syscall

{
(2) (do something)

1. change kernel code,

or

( o < ) entry_SYSCALL_64
sys_getpid() ~e__ X

{
2. change userspace code e -~ [
5 P retum current->pid; - "1~ cal syscall_table[ __NR_getpid]

} J x|~ sysretq
}
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change the behavior of syscall ?

getpid(2) | >
{ T
(1) movrax, _ NR_getpid alternate funcy()

syscall

{
(2) (do something)

1. change kernel code,

or
sys_getpid() Y~-.__ ” {entry_SYSCALL_64
{ \\\\\\\\
2. change userspace code |* retum current->pid; .| i, el tavel. NP e
’ ) x T ~sysretq
}

3. 1) hook syscalls and 2) call different syscall/function (interposition)
e so that don't touch existing code




variants

ptrace

signal handler based hooks (int3, seccomp, SUD)
symbol replacement (i.e. LD_PRELOAD)

= |ibc replacement

binary rewrites (hermitux, x-container, etc)
syscall table hijack (in-kernel)




ptrace

monitor process events with
memory/register information
users: UML, gvisor

Pros

m transparent (req, trap and call)
= multiple arch/platforms

cons

= slow (3 ctx switches / syscall)

SIGCHLD

sys_getpid()
{

}

return current->pid;

getpid_alt()
{
}
monitor()
{
wait(2) S'Gc""'g (pirace(PTRACE_TRACEME)
PTRACE_SYSCALL-SLA
wait(2) <« 4) getpid(2)
PTRACE_SYSCALL - {
wait(2) - (1) mov rax, _ NR_getpid
PTRACE_SYSCA(IE_,L) SySCall smm——(2)
}
‘ ret
user SIGCHLD{ ( ¥
kernel 1 A
, 4
) I [32] v
N & entry_SYSCALL_64

{

( :) syscall_trace_enter()
~ call syscall_table[ _NR_getpid]

sysretq —

) )




syscall filter within a process

SUD (syscall user dispatch)

via signal
usage: Wine ?
pros

m N0 process switching (unlike

ptrace)

cons

m cost of signal delivery isn't low

alternative

seccomp(SCMP_ACT_TRAP)

=> gVisor
iInt3 trap (SIGTRAP)

(pretl(PR_SET_SYSCALL_USER_DISPATCH
getpid(2)
{

mov rax, __NR_getpid
syscall

ret
}

sig_handler()
{

(1)

getpid_alt()
user |}
kernel
(sys getpid() - ) {entry_SYSCALL_64
e - syscall_trace_enter()
} return current->pid; ~~~~call syscall_table[__NR_getpid]
§ sysretq
}




pros

® NO runtime overhead

cons

= symbols are not always visible
(thus not rewritable)
m not effective after LD_PRELOAD

(e.g.]JIT)

m before LD PRELOAD either

m doesn't work w/ static binaries
e alternative
m |ibc replacement (resolve hidden *

symbol problem)

LD_PRELOAD

symbol replace before main()
usage: rdma socket (rsocket),
userspace fs/net subsystem, etc

rgetpid_alt()
hijack §
(LD_PRELOAD)

| | (2)

(1) getpid(2)

syscall

ret

mov rax, __NR_getpid

sys_getpid() ¥ -~.__
{ T

}

return current->pid;

entry_SYSCALL_64
{

syscall_trace_enter()

T-call syscall_table[__NR_getpid]

sysretq

}




binary rewriting

rewrite syscall/sysenter
instruction in binary
m either offline/online

usage: gvisor (usertrap), HermiTux
pros

® NO runtime overhead
cons

= break neighbor instructions

binary rewrite

syscall=>jmp + (mem addr)

q
(getpid(2) ) getpid(2) (2)
{ mov rax, __NR_getpid { mov rax, __NR_getpid
syscall =~ =~~~ 777 [ ‘: jmp ${ADDR}
o e
u§(}er ’ X| .
kernel e

sys_getpid() ¥--.

~
~
~
~
~
~

return current->pid;

}

entry_SYSCALL_64

{

~

syscall_trace_enter()

~~~call syscall_table[___NR_getpid]
}

sysretq
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binary rewriting (cont'd)

syscall

mov %eax syscall
oy ..\Of 05(.. N b8 (00(00 |00 |00 |0£ (05
Vi — - Vi

(translation) (translation) applicable only if

‘mov %$eax  and “syscall’ are subsequent

\§ jmp neighbor \‘§ callq *OxffEEfEEEEEFE600008
..|..|e9 |de ad|be|ef ££|14 (25(08|00|60 f££f

0. suppose wish to convert
e syscall=>Jmp Oxdeadbeef (jmp rel32)
1. no sufficient room to rewrite 5 bytes instructions
e syscall ==0f 05 (2 bytes)
e jmp Oxdeafbeef ==e9 de ad be af (5 bytes)
e destroy neighbor instructions
2. depends on the order of instructions
e mov sysno %rax; syscall (7 bytes)
e callg ${addr of handler} (7 bytes)
e not 100% binaries are like that.

11



summary of existing syscall hooks

type speed coverage user
native syscall -~ -~ -~
ptrace signa SR © uml, gvisor
sud signa 3 © wine?
seccomp signa » © gvisor
int3 signa 3 © ?
ldpreload symbol rewrite (ol DS rsocket

bin rewrite instruction rewrite 30 unikernels
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zpoline

e hook by replacing
syscall with callg *%rax
m 3 binary rewriting approach
® pros
m fast (no signal, func call)
m exhaustive hook

= NOo neighbor inst breakage
® Cons

m start-up delay
= (but no runtime delay)

syscall

Afg..l..\ijos(..j..

(translation) callq *$rax
QQ\.,X..\ffldO(..j..
e %rax contains syscall number (0~500)

e so replaced instruction jumps to
address 512

13




zpoline: how it works

syscall HOW Ca-l.lq *o/o raX WOI’kS ?

/1'°- .- |0£]05]..]..]..] O. rewrite all syscall instructions on ELF loading

(translation)

\ callq *$rax e fill nop instruction from address 0x0

TE£laol. ... .. e trampoline code at the end of hop segment
(requires to turn the kernel writable)
e o wamenay 1. UPON reached in the syscall (callq *%rax)

address
[movq $syscall_nr, %rax I:{> movq $syscall_nr, %rax nop 0x0

. e %rax contains syscall number (0~500)

nop 0x2

syscall/sysenter callq *%rax

-

T o e jump to the address (0 - 500)

i systemcall | " rewritten ) | _nop
. numbers user-space . . .
Was:o0 || progrem ; e nop slide until the trampoline code
+ __NR_write : Ox1 ! read nop
. __NR_open 0x2 1 | |movq $O')io, %rax T N °
o0 || _cala e 2. call user-defined hook program
, max syscall nr: N write system call
et movq $0x1, %rax hook
—— ; e do whatever you want
it o systr cal . . .
TTose echo 0 > "/proc/sys/vm/mmap min_ addr
movq $0x3, %rax
callg *%rax
returntoy USer-space
movq $N %rax caller program
callg *%rax
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zpoline: how it behaves
getpid (nsec)

native 116
ptrace 17442
sud 1663
seccomp 1720
int3 1396
zpoline 31
ldpreload 2

e (micro) benchmark
m getpid(2) 1000times
m (except native) return a dummy value in hook funcftion
= so that we can observe the overhead of hook mechanism

*actual syscall isn't called except the native case
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S yscat hook

lwl

zpoline how it behaves (cont'd)

Redis

: 100 Gbps = =

ptrace, int3, SUD, 9 700

Compared to LD_PRELOAD

zpoline, LD_PRELOAD <2 600

redis-benchmark o 400
GET 100% = 200

e redis benchmark
= |oad: GET 100%
= run redis/lwip/DPDK
= W/ different syscall hooks

15 %177%

I%I
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zpoline: benefits

type speed coverage user

native syscall -~ -~ -~
ptrace signa Bl © uml, gvisor
sud signa 2 © wine?
seccomp signa 2 © gvisor
int3 signa 3 © ?
ldpreload symbol rewrite 00 2@ rsocket
bin rewrite instruction rewrite 5 unikernels
zpoline instruction rewrite (®) (welcome!)

e zpoline does the best
= fast (no signal, func call)
= exhaustive hook coverage
= No neighbor instruction breakage
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There ain't no such things as a free lunch.




pitfalls of syscall hooks

e type of syscall hook [ userspace ]
= partial hook { eglareta }

= complete hook [ std lijrary ] (hook handier ) (fs, net, etc)

e after you hooked a syscall, o
you need to do syscalls by yourself | bepel |
" userspace tcp, \/

m filesystems,
m kernel emulation

e not trivial at all..
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handling two universes in partial hooks

int fd1 = fileno(fp); [ userspace ]

i int fd2 = sockef(...); i programs

| FD_SET(fd1, &ids); ifopen(3) socket(2) reimplemented
! : o i fs, net, et

, select(fas); /1722 :[ std lijra ] (hook handler ) LEHIE5 0,

e need of caring multiple universes (host/guest)

e example: poll to host files and socket in userspace TCP
= in generic kernel, both files/sockets are in the same kernel
m can poll at once (e.g., select/epoll_wait)

e need to care in the middle

hooked select(pollfds|[],
host fd = host poll();

user fd = user poll();
(merge {host,user} fd)

20




Summary

e review of existing syscall hook mechanisms
e zpoline: an approach to fix issues on LD_PRELOAD and bin-rewrites

e code: https://github.com/yasukata/zpoline

yasukata/zpoline :*: E]E]
system call hook for Linux :EE:.: ..:f:.}t..:;:;i.:f;si:g
SR Y o | @)L
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https://github.com/yasukata/zpoline
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How zpoline is started ?

e use alauncher program

1. load a binary
2. replace instructions (syscall)=>callg *%rax)

3. load (new) syscall handler
4. callmain() function
e we can do offline
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libc replacement

(maybe backup?)

e replace std library and re-link

to programs
® pros

= NO runtime overhead
® CONs

= maintenance burden (if
out-of-tree)

(1) link
different stdlib

(2)

{

getpid(2)

mov rax, __NR_getpid getpid()
syscall

ret

{
}

sys_getpid() ¥ ~-._

return current->pid;

}

entry_SYSCALL_64

{

\\
~

syscall_trace_enter()

~call syscall_table[ __NR_getpid]

sysretq
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platform support

e Supported
m OS: Linux, FreeBSD, NetBSD, DragonFly BSD
= CPU : x86-64
e Unsupported
= OS : Windows, macOS, OpenBSD
= CPU:ARM, and so on
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null access termination

e zpoline uses address zer0
m thus no faults w/ accessing that memory

® NO signals upon program failure
e solution

= r/w: XOM (eXecute only memory
viamprotect(2))
m x: additional checks of caller address

Virtual Memory

user-defined
hook function

set syscall num
to rax register

callg *%rax

Bug
Access NULL
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