








01 # ./xdp_ddos01_blacklist_cmdline --list
02 {
03  "216.239.59.128" : 12024134,
04  "64.68.90.1" : 67809613,
05  "22" : {
06  "TCP" : 0
07  },
08  "80" : {
09  "TCP" : 10,
10 "UDP" : 4216804996
11  }
12 }



01 # ./xdp_ddos01_blacklist_cmdline --stats
02 
03 XDP_action   pps        pps-human-readable period/sec
04 XDP_ABORTED  0          0                  1.000571
05 XDP_DROP     5975205    5,975,205          1.000568
06 XDP_PASS     1102227    1,102,227          1.000568
07 XDP_TX       0          0                  1.000568

















https://github.com/iovisor/bpf-docs/blob/master/bpf-internals-2.md










01 struct bpf_map_def SEC("maps") blacklist = {
02         .type        = BPF_MAP_TYPE_PERCPU_HASH,
03         .key_size    = sizeof(u32),
04         .value_size  = sizeof(u64), /* Drop counter */
05         .max_entries = 100000,
06         .map_flags   = BPF_F_NO_PREALLOC,
07 };



01 SEC("xdp_prog")
02 int xdp_program(struct xdp_md *ctx)
03 {
04        void *data_end = (void *)(long)ctx->data_end;
05        void *data     = (void *)(long)ctx->data;
06        struct ethhdr *eth = data;
07        u16 eth_proto, l3_offset = 0;
08        u32 action;
09
10        if (!(parse_eth(eth, data_end, &eth_proto, &l3_offset)))
11                bpf_debug("Cannot parse L2: L3off:%llu proto ...
12                          l3_offset, eth_proto);
13                return XDP_PASS;
14        }
15        action = handle_eth_protocol(ctx, eth_proto, l3_offset);
16        stats_action_verdict(action);
17        return action;
18 }



01 static __always_inline
02 bool parse_eth(struct ethhdr *eth, void *data_end,
03                u16 *eth_proto, u64 *l3_offset)
04 {
05        u16 eth_type;
06        u64 offset;
07
08        offset = sizeof(*eth);
09        if ((void *)eth + offset > data_end)
10                return false;
11
12        eth_type = eth->h_proto;
13 



01 static __always_inline
02 u32 handle_eth_protocol(struct xdp_md *ctx, u16 eth_proto, ...
03 {
04        switch (eth_proto) {
05        case ETH_P_IP:
06                return parse_ipv4(ctx, l3_offset);
07                break;
08        case ETH_P_IPV6: /* Not handler for IPv6 yet*/
09        case ETH_P_ARP:  /* Let OS handle ARP */
10                break;
11        default:
12                bpf_debug("Not handling eth_proto:0x%x\n", eth_proto);
13                return XDP_PASS;
14        }
15        return XDP_PASS;
16 }



01 static __always_inline
02 u32 parse_ipv4(struct xdp_md *ctx, u64 l3_offset)
03 {
04        void *data_end = (void *)(long)ctx->data_end;
05        void *data     = (void *)(long)ctx->data;
06        struct iphdr *iph = data + l3_offset;
07        u64 *value;
08        u32 ip_src; /* type need to match map */
09
10        if (iph + 1 > data_end)                
11                return XDP_ABORTED;
12        ip_src = iph->saddr;
13
14        value = bpf_map_lookup_elem(&blacklist, &ip_src);
15        if (value) {                
17                *value += 1; /* Keep a counter for drop matches */
18                return XDP_DROP;
19        }







prog_fd[]

load_bpf_file()

map_fd[] 

load_bpf_file() foo_kern.o



load_bpf_file(foo_kern.o) prog_fd[]

set_link_xdp_fd()

01        if (!prog_fd[0]) {
02                printf("load_bpf_file: %s\n", strerror(errno));
03                return 1;
04        }
05
06        if (set_link_xdp_fd(ifindex, prog_fd[0]) < 0) {
07                printf("link set xdp fd failed\n");
08                return EXIT_FAIL_XDP;
09        }
 



load_bpf_file(foo_kern.o) map_fd[]

tools/lib/bpf/bpf.h

01 int bpf_map_update_elem(int fd, const void *key, const void *value,
                           __u64 flags);
02
03 int bpf_map_lookup_elem(int fd, const void *key, void *value);
04 int bpf_map_delete_elem(int fd, const void *key);
05 int bpf_map_get_next_key(int fd, const void *key, void *next_key);
06 int bpf_obj_pin(int fd, const char *pathname);



xdp1_user.c

01        if (load_bpf_file(filename)) {
02                printf("%s", bpf_log_buf);
03                return 1;
04        }
05
06        if (!prog_fd[0]) {
07                printf("load_bpf_file: %s\n", strerror(errno));
08                return 1;
09        }
10
11        signal(SIGINT, int_exit);
12
13        if (set_link_xdp_fd(ifindex, prog_fd[0]) < 0) {
14                printf("link set xdp fd failed\n");
15                return 1;
16        }
17
18        poll_stats(2);



load_bpf_file()

load_bpf_file_fd() load_bpf_elf_sections()

load_bpf_relocate_maps_and_attach()

bpf_obj_pin()

bpf_obj_get()



xdp_ddos01_blacklist_kern.c

/sys/fs/bpf

bpf_obj_get()







01              fd_blacklist = open_bpf_map(file_blacklist);
02              blacklist_list_all_ipv4(fd_blacklist);
03              close(fd_blacklist);



01 int open_bpf_map(const char *file)
02 {
03        int fd;
04
05        fd = bpf_obj_get(file);
06        if (fd < 0) {
07                printf("ERR: Failed to open bpf map file:%s err(%d):%s\n",
08                       file, errno, strerror(errno));
09                exit(EXIT_FAIL_MAP_FILE);
10        }
11        return fd;
12 }



01 static void blacklist_list_all_ipv4(int fd)
02 {
03         __u32 key = 0, next_key;
04         __u64 value;
05
06         while (bpf_map_get_next_key(fd, &key, &next_key) == 0) {
07                 printf("%s", key ? "," : "" );
08                 key = next_key;
09                 value = get_key32_value64_percpu(fd, key);
10                 blacklist_print_ipv4(key, value);
11         }
12         printf("%s", key ? "," : "");
13 }

 



01 static __u64 get_key32_value64_percpu(int fd, __u32 key)
02 {
03        unsigned int nr_cpus = bpf_num_possible_cpus();
04        __u64 values[nr_cpus];
05        __u64 sum = 0;
06        int i;
07
08        if ((bpf_map_lookup_elem(fd, &key, values)) != 0) {
09                fprintf(stderr,
10                        "ERR: bpf_map_lookup_elem failed key:0x%X\n", key);
11                return 0;
12        }
13        for (i = 0; i < nr_cpus; i++) {
14                sum += values[i];
15        }
16        return sum;
17 }

 

 



01 static void blacklist_print_ipv4(__u32 ip, __u64 count)
02 {
03        char ip_txt[INET_ADDRSTRLEN] = {0};
04
05        /* Convert IPv4 addresses from binary to text form */
06        if (!inet_ntop(AF_INET, &ip, ip_txt, sizeof(ip_txt))) {
07                fprintf(stderr,
08                        "ERR: Cannot convert u32 IP:0x%X to IP-txt\n", ip);
09                exit(EXIT_FAIL_IP);
10        }
11        printf("\n \"%s\" : %llu", ip_txt, count);
12 }

 

 



01            fd_blacklist = open_bpf_map(file_blacklist);
02            res = blacklist_modify(fd_blacklist, ip_string, action);
03            close(fd_blacklist);



01 static int blacklist_modify(int fd, char *ip_string, uint action)
02 {
03        unsigned int nr_cpus = bpf_num_possible_cpus();
04        __u64 values[nr_cpus];
05        __u32 key;
06        int res;
07
08        memset(values, 0, sizeof(__u64) * nr_cpus);
09
10        /* Convert IP-string into 32-bit network byte-order value */
11 [...]
12        if (action == ACTION_ADD) {
13               res = bpf_map_update_elem(fd, &key, values, BPF_NOEXIST);
14        } else if (action == ACTION_DEL) {
15               res = bpf_map_delete_elem(fd, &key);
16        } else {
17               return EXIT_FAIL_OPTION;
18        }





Attaching eBPF Program to an Interface
01 # ./xdp_ddos01_blacklist --dev enp1s0f1d1
02 Documentation:
03  XDP: DDoS protection via IPv4 blacklist
04
05 This program loads the XDP eBPF program into the kernel.
06 Use the cmdline tool for add/removing source IPs to the blacklist
07 and read statistics.
08
09  - Attached to device:enp1s0f1d1 (ifindex:3)
10  - Blacklist     map file: /sys/fs/bpf/ddos_blacklist
11  - Verdict stats map file: /sys/fs/bpf/ddos_blacklist_stat_verdict
12  - Blacklist Port map file: /sys/fs/bpf/ddos_port_blacklist
13  - Verdict port stats map file: /sys/fs/bpf/ddos_port_blacklist_count_tcp
14  - Verdict port stats map file: /sys/fs/bpf/ddos_port_blacklist_count_udp
15 load_bpf_file: Success
16 # ip link show enp1s0f1d1
17 3: enp1s0f1d1: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 xdp qdisc mq state ...
18     link/ether 00:0a:f7:94:ef:2d brd ff:ff:ff:ff:ff:ff

 

 



01 # ./xdp_ddos01_blacklist_cmdline --add --ip 10.10.10.10 
02 blacklist_modify() IP:10.10.10.10 key:0xA0A0A0A
03 # ./xdp_ddos01_blacklist_cmdline --list
04 {
05  "10.10.10.10" : 0,
06 }
07 # ./xdp_ddos01_blacklist_cmdline --del --ip 10.10.10.10 
08 blacklist_modify() IP:10.10.10.10 key:0xA0A0A0A
09 # ./xdp_ddos01_blacklist_cmdline --list
10 {
11 }

 

 



xdp_ddos_blacklist

xdp_ddos01_blacklist_cmdline

https://www.fail2ban.org/
https://github.com/gospo/fail2ban
https://github.com/gospo/fail2ban




- iptables -t raw -I PREROUTING -p udp --dport 9 -j DROP



01 $ ./xdp_ddos01_blacklist_cmdline –-stats
02 
03 XDP_action   pps        pps-human-readable period/sec
04 XDP_ABORTED  0          0                  1.000089
05 XDP_DROP     30463237   30,463,237         1.000089
06 XDP_PASS     3438094    3,438,094          1.000089
07 XDP_TX       0          0                  1.000089







perf top perf report __bpf_prog_run()

bpf_jit_enable=1

$ sysctl net/core/bpf_jit_enable=1
net.core.bpf_jit_enable = 1



ulimit 

-a



01 $ llvm-objdump -h xdp_ddos01_blacklist_kern.o
02 
03 xdp_ddos01_blacklist_kern.o: file format ELF64-BPF
04 
05 Sections:
06 Idx Name          Size      Address          Type
07   0               00000000 0000000000000000 
08   1 .strtab       0000011d 0000000000000000 
09   2 .text         000001a8 0000000000000000 TEXT DATA 
10   3 .rel.text     00000030 0000000000000000 
11   4 xdp_prog      00000360 0000000000000000 TEXT DATA 
12   5 .relxdp_prog  00000050 0000000000000000 
13   6 maps          00000064 0000000000000000 DATA 
14   7 license       00000004 0000000000000000 DATA 
15   8 .eh_frame     00000040 0000000000000000 DATA 
16   9 .rel.eh_frame 00000020 0000000000000000 
17  10 .symtab       00000258 0000000000000000 



01 #ifdef  DEBUG
02 /* Only use this for debug output. Notice output from bpf_trace_printk()
03  * end-up in /sys/kernel/debug/tracing/trace_pipe
04  */
05 #define bpf_debug(fmt, ...)                                             \
06                ({                                                      \
07                        char ____fmt[] = fmt;                           \
08                        bpf_trace_printk(____fmt, sizeof(____fmt),      \
09                                     ##__VA_ARGS__);                    \
10                })
11 #else
12 #define bpf_debug(fmt, ...) { } while (0)
13 #endif





# basically...

$ sed -i s/XDP_DROP/XDP_SAVEDROP/g *.[ch]

$ sed -i s/XDP_PASS/XDP_DROP/g *.[ch]

$ sed -i s/XDP_SAVEDROP/XDP_PASS/g *.[ch]













BPF_MAP_TYPE_PROG_ARRAY 

bpf_tail_call()



https://github.com/iovisor/bpf-docs/blob/master/Express_Data_Path.pdf
https://github.com/iovisor/bpf-docs/blob/master/Express_Data_Path.pdf
https://prototype-kernel.readthedocs.io/en/latest/
https://prototype-kernel.readthedocs.io/en/latest/
https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md
https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md
https://www.slideshare.net/AlexeiStarovoitov/bpf-inkernel-virtual-machine
https://www.slideshare.net/AlexeiStarovoitov/bpf-inkernel-virtual-machine
https://www.slideshare.net/brendangregg/linux-bpf-superpowers
https://www.slideshare.net/brendangregg/linux-bpf-superpowers
http://www.tcpdump.org/papers/bpf-usenix93.pdf
http://www.tcpdump.org/papers/bpf-usenix93.pdf
https://github.com/iovisor/bpf-docs/blob/master/bpf-internals-2.md
https://github.com/iovisor/bpf-docs/blob/master/bpf-internals-2.md
http://people.netfilter.org/hawk/presentations/OpenSourceDays2017/XDP_DDoS_protecting_osd2017.pdf
http://people.netfilter.org/hawk/presentations/OpenSourceDays2017/XDP_DDoS_protecting_osd2017.pdf
http://people.netfilter.org/hawk/presentations/OpenSourceDays2017/XDP_DDoS_protecting_osd2017.pdf

